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Many industries, from health care to entertainment to retail, have
undergone dramatic transformations as firms in these industries use
information technology (IT) to automate processes, create more efficient
supply chains, and collaborate more efficiently.! These technology-driven
changes have also created new policy issues and revived old policy debates.
For example, widespread use of the Internet and mobile devices by
consumers has led to dramatic changes in the distribution and pricing
models for movies and music, and introduced new policy challenges such

as digital piracy.

While not all industries have undergone the same degree of transformation, as the use of IT
continues to grow, it is impacting these lagging industries. The transportation industry,
and in particular the automotive industry, are only now beginning to experience some of
the more radical changes that IT and the Internet have brought to other industries. These
changes are opening up new possibilities for how individuals use transportation, improving
the quality and safety of transportation, and creating profound shifts in our society that
may ultimately impact how and where individuals work and live.

And just as IT-driven transformations in other industries have created new policy issues,
the same will be true in transportation. The automotive industry will likely face some of
the same policy debates and challenges previously seen in other industries further along in
the technology adoption lifecycle. Chief among these policy debates will likely be concerns
about public safety, data privacy and ownership, free speech and decency, liability, and
access to wireless spectrum. While this report will not offer answers to all of the questions it
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raises, it will argue that the policy decisions about IT in the vehicle should be driven, not
by narrow interests and concerns, but rather by a broad government mandate to foster
innovation in the transportation sector. This will require leadership from both the
government and the private sector and cooperation between different stakeholders.

THE EMERGENCE OF IT-ENABLED VEHICLES

As a result of a variety of factors, including low-cost, energy-efficient processors, cheap
sensors, and ubiquitous connectivity, I'T increasingly has been integrated or “embedded”
into previously non-digital products, such as smart meters and smart phones. The same
trend is seen in the automotive industry. In 2011, Akio Toyoda, the president of Toyota,
unveiled a concept car he described as a “smartphone on wheels.”? This metaphor is an apt
description of the technology changes that are occurring within the automotive industry,
where on-board computers and network connectivity increasingly are being integrated into
vehicles to create “connected vehicles” that can serve as platforms for new innovation and
development.

There are at least four important technology trends shaping the next-generation of vehicles:
1) an increase in machine-to-machine communications, 2) the development of in-vehicle
“infotainment” systems, 3) the increased collection and use of vehicle data, especially geo-
location data, and 4) vehicular automation.

The first trend is the growth of machine-to-machine communications. Machine-to-
machine communications is a principle part of the “Internet of Things”, a vision of a world
where all devices are networked together to operate more intelligently. The prevalence of
machine-to-machine connections is expected to grow from 5 percent of all mobile
connections in 2012 to 17 percent of all mobile connections in 2017.° Much of this
growth in machine-to-machine communications is expected to be driven by the automotive
industry with only the healthcare sector expecting to see higher growth.*

Currently, one-third of all machine-to-machine communications occurs in the automotive
industry.’ Future growth in machine-to-machine communications will likely be driven by
new transportation applications and the increased use of vehicle-to-vehicle and vehicle-to-
infrastructure communications.® Vehicle-to-vehicle communications involves creating ad-
hoc mobile networks to allow communication among vehicles. For example, vehicles may
pass along warnings about road conditions or traffic. Vehicle-to-infrastructure
communications involves communications between vehicles and the roadway. For example,
a vehicle involved in an accident might send an alert to nearby roadway signs, or a roadside
unit on a curving highway might communicate to approaching vehicles that there is
stopped traffic ahead.

The second trend is the increased amount of I'T found in the dashboard of vehicles,
particularly “infotainment” systems that provide consumers access to both information and
entertainment content. Automobile manufacturers increasingly include IT systems in
vehicles that are capable of providing access to multiple functions, including mobile
communications, entertainment (e.g., movies and music), GPS-based navigation, vehicle
safety information, traffic information, and other information (e.g., points of interest, gas
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stations, etc.). These infotainment systems may also serve as a platform for other

applications provided by non-OEM developers.

There are two dominant infotainment platforms for vehicles: Microsoft Embedded
Automotive and MeeGo. Microsoft Embedded Automotive is used in products such as
Ford Sync, Kia UVO, and Fiat Blue & Me. Microsoft Embedded Automotive provides
built-in functionality, such as support for SMS messaging, connecting to networks (WiFi,
Bluetooth, etc.), multimedia playback, and voice recognition capabilities.” Automobile
manufacturers can use Microsoft Embedded Automotive as a base system to design custom
infotainment solutions for their own vehicles. For example, Ford Sync includes the ability
to access data from the Engine Control Unit and display information about the vehicle’s
health. It can also use these data to detect if an accident has occurred and report this
automatically to public safety officials.®

MeeGo is an open-source infotainment system built on Linux. Since the platform is open-
source, device manufacturers can, if necessary, modify the operating system to work with
their devices. MeeGo provides a set of functions similar to Microsoft Embedded
Automotive. MeeGo also uses a number of standard software libraries, such as for
displaying web content and accessing Bluetooth devices. This allows developers to easily
create apps for this platform. The GENIVI Alliance, with support from technology backers
such as Intel and Nokia, is the principal backer of the open-source platform and provides a
forum for developing standards.” BMW, General Motors, Hyundai, Nissan and Renault
are all participants in the program, and BMW and Mini Cooper have both implemented
MeeGo in some of their vehicles.

The third trend is the increased collection and use of vehicle data, especially geo-location
data. Geo-location information about vehicles (and drivers) is collected using a variety of
technologies including roadside sensors (e.g., pneumatic road tubes, piezoelectric sensors,
and magnetic loops), floating car data (e.g., GPS-based systems that report back a precise
location and cellular-based systems that use triangulation to locate a vehicle), and roadside
cameras.'’ While some of the older methods of tracking traffic patterns identify little
personal information about drivers, they are more costly and less effective than newer
methods. The high adoption rate of smart phones in the United States has created a
relatively low-cost, high-density network of vehicle probes. Vehicle location can be
reported back either directly over mobile networks or tracked using the MAC address of
Bluetooth devices. However, these advanced forms of tracking collect more detailed
information about vehicles, such as driving behavior and a precise history of a vehicle’s
location."!

Different businesses may have access to these data. Mobile network operators, such as
AT&T and Verizon may have access to cell tower location data; mobile operation system
and mobile device makers, such as Apple and Google, may have access to data from smart
phones; and intermediaries, including data resellers and data aggregators such as Inrix and
AirSage, may have access to third-party data. Vehicle location data may also be collected by
the vehicle itself. For example, embedded systems, such as OnStar, may use GPS to
determine the vehicle’s location to provide roadside assistance, to track a stolen vehicle, or
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to report a potential accident to public safety officials.* Although much of this
information is aggregated before it is used, there still may be legitimate concerns about the
use of personally identifiable information (PII), especially by law enforcement. '

Another technology that is used to collect vehicle location data is automatic license plate
readers. These systems use a network of roadside cameras to track the movement of vehicles
by photographing license plates. The Drug Enforcement Agency and the Department of
Homeland Security both have implemented, or plan to implement, these systems
extensively. Only New Hampshire and Maine have restrictions on their use, and there are
no restrictions that prevent states and localities from pooling their surveillance data.’* Red
light cameras, which similarly use roadside cameras to monitor driver behavior, also collect
similar types of PII. In addition, new technologies such as unmanned aerial vehicles
(UAVs) equipped with high-resolution cameras may be used as alternatives to roadside
cameras for traffic surveillance. Unlike other traffic surveillance technologies, UAVs do not
require access to public infrastructure, and thus can be deployed independently of
government by private sector companies.

As the level of detail of information collected about vehicles and drivers increases, thorny
questions about the privacy and ownership of this information become more salient. This
may be especially true if vehicle tracking is used to implement vehicle miles traveled
(VMT) taxes and pay-as-you-go (PAYG) car insurance. Since VMT taxes and PAYG car
insurance are examples of uses of I'T that disrupt the status quo and create winners (e.g.,
drivers who would pay less) and losers (e.g., drivers who would pay more), there may be
entrenched interests that resist these policies.

VMT taxes have been proposed as an economically more efficient alternative to gasoline
taxes to fund highways and roads. However, VMT taxes typically require that information
on driving usage be shared with the government (or some other third party intermediary).
VMT taxes can also be designed to incentivize more efficient use of highways, for example
by charging different rates based on the location and time of day, but these systems
necessarily entail the collection of even more detailed data." It may be possible for certain
system designs to minimize these privacy risks; for example the systems could report only
the tax owed rather than their more privacy-sensitive trip data.

Similarly, PAYG car insurance requires tracking some usage data about vehicles, and this
can create its own privacy challenges depending on the system design. Ultimately, however,
the rules for car insurance are set by the state insurance commission. Each state has its own
insurance commission, and each state can set its own regulations for the insurance industry.
However, some types of laws may have the effect of preventing the use of more complex
PAYG insurance schemes that are based on more granular tracking of driver behavior by
in-vehicle I'T systems. For example, California specifies which risk factors insurance
companies are allowed to use in their rating systems. In Illinois, insurers can use any risk
factors they want as long as they have full transparency. In both cases individual state rules
may prevent the adoption of “pay-how-you-drive” insurance. In California, these types of
systems simply may not be allowed; in Illinois, insurers may be allowed to offer this
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product, but would be reluctant to do so because they would be forced to disclose to their
competitors their proprietary formulas for calculating risk.'®

In addition to geo-location data, most vehicles today include embedded systems and
sensors that collect information about the vehicle’s mechanical condition and performance.
Since 1996, all light-weight vehicles in the United States have included on-board
diagnostics (OBD) which use a standard electronic interface to communicate information
about the condition of the vehicle, such as the reason for a malfunction.'” While much of
this information has been available only to auto technicians, new products such as the
Vehicle Diagnostics service offered by Verizon and Delphi allow vehicle owners to connect
a device to the OBD port and gain wireless access to their vehicle’s diagnostics data. The
device also allows drivers to track their vehicle’s location and trip history, remotely start
their vehicle, and monitor their vehicle’s health over time.'® Finally, many automobile
manufacturers are also including event data records (also known as “black boxes”) that
record information about the vehicle and driver behavior that can be used in the event of
an accident. This information could include the car’s speed, whether braking occurs, and
whether the driver was wearing a seatbelt."”

The fourth trend is vehicular automation, or the use of IT to make vehicles autonomous or
semi-autonomous. Perhaps the most famous example of this type of technology is Google’s
self-driving car. These vehicles use technologies such as video cameras, radar sensors, lasers,
and ultrasonic sensors, as well as detailed maps and GPS, to detect other cars and obstacles
and navigate on the road.” As of August 2012, Google’s fleet of self-driving vehicles had
logged more than 300,000 miles of testing.”’ Much of this initial research was spurred by
the Defense Advanced Research Projects Agency (DARPA) Grand Challenge, which
offered cash prizes to teams able to develop fully autonomous vehicles capable of
completing a course.”” The competition has been held three times—twice using an off-road
course and once using an urban course—and competing teams, such as those at Stanford
University and Carnegie Mellon University, have made substantial advancements in
creating driverless vehicles.”

While many automakers are exploring how to further develop autonomous vehicle
technology, it will still be many years before this experimental technology is available on
the market for high-end vehicles and even longer before it will be available at a price that is
affordable for the average consumer. However, automakers are already integrating many
new features to make cars on the road today semi-autonomous. These include features like
adaptive cruise control, blind spot monitoring, lane departure warnings, automatic parking,
enhanced steering control, and automatic braking. According to ABI Research, the market

for advanced driver assistance technologies will grow from $10 billion in 2011 to $130
billion in 2016.*

COMPETING INTERESTS WILL VIE FOR CONTROL OF THE POLICY
DEBATE

Different stakeholders have different priorities. Some of the stakeholders in the
transportation field represent the old guard and have been immersed in transportation
issues since long before the idea of an intelligent transportation system was even conceived.
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Others are newer participants who bring their experiences with IT and disruptive change to
the transportation industry. We should expect the concerns from both communities, as
well as those of vocal public interest groups, to dominate many of the debates on
transportation. These concerns include public safety, data privacy and ownership, free
speech and decency, liability, and the allocation of wireless spectrum.

The priorities of the dominant stakeholders will likely shape both the development of the
rules governing the use of I'T in vehicles and the institutions used to enact and enforce
these rules. Other interests may also shape the debate, including private-sector motivations
to obtain an advantage over competitors and/or reduce liability for accidents or
malfunctions. Finally, external factors, including the saliency of the different issues and the
venue of public debate, will likely affect the final policy outcomes.

Public Safety

The federal government has played an active role in vehicle safety since the National
Traffic and Motor Vehicle Safety Act was passed in 1966, carving out this regulatory
responsibility for the National Highway Traffic Safety Administration (NHTSA).?
Ensuring that automobile manufacturers build safe vehicles and that policies are in place to
prevent accidents remains a priority today.

As vehicles increasingly rely on IT, they face new security risks. For example, researchers
have demonstrated that it is possible for hackers to control many aspects of a vehicle, such
as disabling the brakes while a car is in motion, jamming the door locks, disabling the
windshield wipers, revving the engine, honking the horn, and preventing the car from
starting.”® These attacks are not just theoretical. One disgruntled worker at a car dealership
in Austin, Texas used an online tool to disable or trigger the horn to honk continuously on
more than a hundred previously-sold vehicles.”” Concerns about the security of IT systems
can dominate many policy discussions, as has happened in other domains such as electronic
voting. It is likely that security concerns for IT in vehicles will be prominent in debates
about public safety, particularly for autonomous and semi-autonomous vehicles.

Another area of concern over IT in vehicles is distracted driving, which unfortunately ranks
as one of the leading causes of accidents. This problem has been exacerbated by the high
adoption and use of mobile phones, which present visual, manual and cognitive
distractions to drivers.”® The National Safety Council estimates that in 2010 more than a
fifth of accidents (1.1 million accidents) were caused by drivers talking on a cell phone.”
Other activities, such as texting while driving, have raised new public safety concerns as
well.

In 2010, the National Transportation Safety Board (NTSB), an independent federal
agency, issued recommendations that all states ban nonemergency use of portable
electronic devices by drivers.” The NTSB issued these recommendations in response to
finding a pattern of serious vehicle accidents resulting from the use of portable electronic
devices in its crash investigations. Most states have adopted these policies. According to the
Governors Highway Safety Association, as of August 2012, ten states plus the District of
Columbia had passed legislation banning the handheld use of cell phones while driving;
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thirty-nine states plus the District of Columbia had passed legislation prohibiting drivers
from texting while driving; and another thirty-two states plus the District of Columbia ban
the use of cell phones for all novice drivers.”’ The drumbeat for a nationwide ban on
texting while driving has continued, with many top policymakers, including Secretary of
Transportation Ray LaHood and former FCC Chairman Julius Genachowski, citing this as
a priority.*”

Naturally, portable devices are only part of the problem. The increased amount of
information presented to drivers from in-vehicle electronics also poses a potential safety
hazard. In response to this problem, in 2012 the NHTSA released a set of voluntary
guidelines for in-vehicle electronics provided by the manufacturer. These include reducing
the complexity and length of time required to complete tasks, limiting operations to those
that can be performed with one hand, reducing the need to look away from the road,
reducing unnecessary visual information, and limiting the amount of manual input
required.”” The NHTSA also recommended disabling a number of other in-vehicle
electronic devices and features that would be too distracting to the driver, unless these
features were exclusively for the passengers or were only enabled when the vehicle is parked.

The Department of Transportation has not eliminated the possibility of issuing additional
rules or recommendations related to other devices commonly used in vehicles, such as
mobile phones, or voice-activated devices. As explained in a recent NHTSA notice:

NHTSA is also considering future, Phase II proposed guidelines that might
address devices or systems that are not built into the vehicle but are brought into
the vehicle and used while driving, including aftermarket and portable personal
electronic devices such as navigation systems, smart phones, electronic tablets and
pads, and other mobile communications devices. A third set of proposed guidelines
(Phase III) may address voice-activated controls to further minimize distraction in

factory-installed, aftermarket, and portable devices.*

States are also considering additional laws that address the use of IT in vehicles and safety.
For example, a West Virginia legislator has proposed a ban on Google Glass for drivers.”
Of course, not all safety-based rules for IT in vehicles have been developed by the
government. The Alliance of Automobile Manufacturers, an industry association, has

adopted its own standards for in-vehicle electronics designed to protect public safety.*®

On the other hand, public safety interests could also motivate greater use of IT in vehicles,
such as crash avoidance systems and crash notification systems. Human error is the main
cause of accidents, and one of the chief goals of research on autonomous and semi-
autonomous vehicles is to improve driving safety.” Similarly, the primary motivation of
the DOT’s Connected Vehicle Safety Pilot Program in Ann Arbor, Michigan is to study
the effectiveness of using IT in vehicles and roadways to reduce accidents.” But legislation
is required to permit the use of some of this technology. For example, California, Nevada,
and Florida have passed laws allowing the use of autonomous vehicles (i.e. driverless cars),
albeit with certain restrictions to ensure public safety.”
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IT can also be used in vehicles to support other public safety priorities. For example,
France has implemented a new law that requires drivers to have a breathalyzer kit in their
vehicle at all times.* While most of the breathalyzer kits are non-digital, single-use tests, in
the future this type of device could be integrated directly into the vehicle’s on-board IT
systems.

Data Privacy and Ownership

As described earlier, information about the location, speed, and occupancy of vehicles,
among other data, is collected through many different technologies, some of it by the
public sector and some of it by the private sector. Different rules govern this information
depending on who collects it and for what purpose. This information is enormously
valuable for transportation planners, drivers, and businesses, but questions regarding data
privacy and ownership will likely shape how different entities can use the data.

Multiple federal laws govern the use of personally identifiable information (PII) by
government agencies. Three laws in particular, the Privacy Act of 1974, the Paperwork
Reduction Act of 1980, and the E-Government Act of 2002, set requirements for how
government agencies handle PIL.“*' The Privacy Act limits the information that federal
agencies can collect and distribute, especially PII. Federal agencies must specify the purpose
of collecting information and limit collection to those purposes. The Privacy Act also
requires agencies to follow certain fair information practices, such as allowing individuals to
review information in their own records and to request corrections to inaccurate
information. The Paperwork Reduction Act seeks to minimize the burden from
government collection of information. The Act requires agencies to seek comment on
proposed information collection activities and have an independent review process in place
for information collection requests.”* The E-Government Act requires federal agencies to
conduct Privacy Impact Assessments to analyze what PII is stored in government systems.
The E-Government Act also requires agencies to implement certain security controls to
protect this information.

Government access to private location data is also restricted by the Fourth Amendment,
which protects against unreasonable search and seizure. In 2011, the U.S. Supreme Court
ruled unanimously in United States v. Jones that police need a warrant to use GPS to track
vehicles (the court was split on whether this was because attaching a device to the vehicle
violated the Fourth Amendment or because using GPS to track an individual over a long-
range violated an individual’s expectation of privacy).” In addition, other laws, such as the
Electronic Communications Privacy Act, and the USA PATRIOT Act, regulate law

enforcement access to PII stored by the private sector.

Federal and state lawmakers have also expressed interest in enacting broad privacy
legislation to better protect consumers, such as by creating a consumer privacy “Bill of
Rights”, and these laws would likely affect vehicle data.* In addition, most states have
implemented data breach notification laws that require businesses and government agencies
to notify individuals if PII has been lost or stolen.” Congress has also considered multiple
proposals to implement national data breach legislation as well as other privacy legislation,
such as to restrict the use of geo-location data. These existing and proposed laws would
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likely apply to vehicle location information and other related PII. States have also
considered privacy laws specific to drivers. For example, as of 2012, at least thirteen states
have passed legislation governing the use of data from event data recorders.”’

Within the broader debate about privacy, the specific issue of privacy as it relates to
advertising may also impact vehicle information systems. There is little in-vehicle
advertising in most vehicles on the road today (although there is a long history of on-
vehicle advertising). However, this may change, especially if vehicle manufacturers adopt
an “app store” model for in-vehicle information systems and allow ad-supported apps. (It is
also possible to have in-vehicle ads included at the factory or dealership. For example, ads
could be shown to bring in a car for maintenance to the dealer.)

App stores create a central location for consumers to find apps from different developers.
These apps may be available to consumers for a charge or for free. Some of the free apps are
made available as a “freemium” app (i.e., a limited functionality app that the user may pay
to upgrade by unlocking additional functionality). For example, a new car may include a
free year of real-time traffic information; after the first year is up, the owner must purchase
a subscription to continue using the service. Other apps are made available to consumers
for free, but contain advertising. For example, TeleNav, which makes a popular navigation
system for the iPhone, provides ads on some of its products.

These apps would run on the in-vehicle information system and deliver in-vehicle ads.
Depending on how the app ecosystem evolves and the types of apps that are allowed on in-
vehicle information systems, it is possible that in the future ad-supported in-vehicle apps
will be as common as ad-supported websites are on the Internet. If this is the case, then it is
likely that the same types of policy debate about online advertising will cross over to
vehicles. This includes debates about the use of behavioral (or targeted) advertising and
advertising standards for children. These debates will be particularly relevant since many of
the same advertisers and advertising networks involved in online advertising would likely be
participating in in-vehicle advertising.

There exist multiple avenues for potential regulation based on how this policy issue plays
out for online advertising. The Federal Trade Commission (FTC) enforces related laws on
the Internet, such as the Children’s Online Privacy Protection Act (COPPA), which is
intended to regulate online practices, including advertising targeted at children. Similarly,
the FTC is responsible for ensuring that companies follow their stated privacy policies. It is
likely that the FTC would also have authority to ensure that developers of in-vehicle apps
adhere to their stated terms of services, especially if some apps run on platforms outside of
the vehicle, such as a mobile device. There likely will also be debate about how to disclose
privacy notices to drivers most effectively, without distracting them. Safety regulators with
the U.S. Department of Transportation would likely provide input on this. In addition,
state legislatures may craft their own legislative requirements or guidelines for in-vehicle
advertising, as they have for mobile online advertising. Alternatively, rules on in-vehicle
advertising could be set through voluntary processes. For example, the National
Telecommunications and Information Administration (NTIA) in the Department of
Commerce currently leads a multi-stakeholder process to develop voluntary industry codes
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of conduct for consumer privacy.”’ In addition, various industry and non-profit
associations, including the Direct Marketing Association, the Digital Advertising Alliance,
and the Better Business Bureau are developing a voluntary self-regulatory program for
online advertising. Automotive industry associations, or their advertisers, might also
develop their own industry codes of conduct (e.g., not advertising alcohol to drivers).

Free Speech and Decency

Policy makers at all levels of government have long had an interest in regulating the
appropriateness of content, both in the digital and pre-digital eras, based on community
standards. For example, the Federal Communications Commission (FCC) has used
decency standards to restrict radio and television broadcasts and has issued rules and levied
fines on broadcasters for content that it deemed to be inappropriate. Policy makers also
have tried to regulate decency on the Internet with laws such as the Communications
Decency Act (CDA) and the Child Online Protection Act (COPA). These types of policies
often come into conflict with the First Amendment’s guarantee of freedom of expression.
As a result, some of these laws and policies have been struck down by the U.S. Supreme
Court as unconstitutional.”

The increased use of the Internet in places outside of the home and workplace is raising
new opportunities for policy makers to debate these issues again. While many libraries have
resisted restrictions on content, casting themselves in the role of guardians against
censorship, other venues for accessing content may be more willing to restrict access to
certain content. For example, many restaurants, coffee shops, and airlines provide Internet
access to their customers, and all of these businesses could potentially impose restrictions
on what online content users can access through their networks. These restrictions could be
imposed either at the network level or through policies put in place to require their
customers to restrict their viewing to only non-objectionable content. For example, Delta
Airlines has a policy of not allowing passengers to view offensive material.”’ As with most
of the debates about decency, the exact definition of what is considered to be offensive is
typically elusive.

Companies that restrict access to content deemed inappropriate can become targets of
political protest by offended groups. For example, Apple has faced criticism for the
software it makes available in the iTunes Apps store, and Facebook has faced criticism for
blocking certain images on its site, such as photos depicting breastfeeding.’*

Policy makers are beginning to debate the decency of content in vehicles. This debate is
driven primarily by the increased availability of infotainment systems in vehicles. Large,
high-resolution displays in the dashboard or mounted for viewing by passengers in the
backseat may be highly visible, including by passengers in other vehicles. While many
policy makers would not object to parents showing their children the latest Disney movie
on DVD on a long road trip, they have raised objections to the display of pornographic
material in vehicles both because the content may be a distraction to other drivers, and
because the content may be offensive.”
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Restrictions of content at the network level may raise questions of network neutrality. It is
not entirely clear if blocking access to legal websites for in-vehicle systems would be a
violation of the FCC’s Open Internet rules. This would likely depend on which rules the
FCC applied to the situation. Currently, the FCC does not apply its Open Internet rules to
premise operators (i.e., bookstores, coffee shops, etc.).”* However, while mobile operators
are exempt from some of the Open Internet rules, they may not block lawful websites.

This distinction may also depend on the technology that is adopted in vehicles. There are
two different models for connectivity in vehicles: using embedded systems and using
mobile phones. Embedded systems connect to the Internet using network services
integrated into the vehicle. This service may be packaged with the vehicle or billed based
on usage. Alternatively, a vehicle may use the wireless connection of a mobile phone.
Automobile manufacturers necessarily have more control over embedded systems. In
addition, since these systems are being used exclusively while in the vehicle, they may fall
under multiple regulatory jurisdictions. Some of the regulatory decisions may ultimately
depend on whether the connectivity is provided by existing mobile operators directly to
consumers or whether it is being resold by the auto makers.

Policy decisions relating to decency of in-vehicle information could be made in a number
of different policy arenas, including federal and state law makers. For example, the New
Jersey state legislature is considering a bill that would criminalize the display of obscene
materials in vehicles and similar legislation has been passed in Tennessee, Louisiana, and
Virginia.”” And interest groups, such as the anti-pornography group “Morality in Media”,
will likely continue to push for further restrictions on the availability of certain content.

As discussed previously, the National Highway Transportation Safety Administration could
issue rules to address the safety of in-vehicle electronics, including infotainment systems
that could cause distracted driving. This debate could also be shaped by civil courts if there
is a case where the driver of a vehicle showing objectionable content is found liable for an
accident caused by a distracted driver. This, in turn, would likely put market pressure on
vehicle owners to forgo certain types of infotainment systems if they came with higher
insurance rates. Until the legal implications of viewing potentially objectionable material in
vehicles is resolved this policy issue will likely continue to grow as the availability of
Internet connectivity in the vehicle increases. Ubiquitous connectivity means that the same
content that is available online, including objectionable content, will also be available in
the vehicle.

Liability

The issue of liability will also be an important policy issue that will affect the development
and deployment of IT systems in vehicles. For example, which companies, if any, should be
liable if a driver causes an accident while distracted by a vehicle’s infotainment system?
Many companies, including mobile network operators, computer hardware manufacturers,
app developers, and automakers could all face legal claims that they are liable for accidents
caused by the use of their products. Wireless carriers and handset makers have already faced
claims of negligence for vehicular accidents involving their products.”
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Similar liability questions arise from other uses of IT in vehicles. For example, automakers
are generally responsible for defects in their vehicles if they result in operational failures. As
the amount of code that is running on vehicles grows, the defects in vehicles are more likely
to be in software than in the physical components. Already some automakers have issued
major recalls of vehicles for the sole purpose of updating software.’® This may also create
the need to develop different testing methods to ensure that critical software used in
vehicles is reliable and secure.

Software companies typically try to limit their exposure to monetary damages from
software that does not perform as expected, and questions of liability become more
complicated if third-party software is running on a vehicle or if drivers can modify the
software that is pre-installed on their vehicle.” For example, drivers may be able to load
aftermarket software on their vehicles to improve performance or gain access to additional
features, just as computer owners today can “overclock” their PCs or “root” or “jailbreak”
their smartphones. Depending on whether such software changes are permitted by the
automaker, these actions could also be potential violations of the Digital Millennium
Copyright Act (DMCA), which prevents unauthorized circumvention of certain technical
measures. Alternatively, the U.S. Copyright Office could choose to exempt these
technologies from the anti-circumvention rules.®

Autonomous and semi-autonomous vehicles create additional liability issues. For example,
car owners may be liable for the actions of a vehicle they are not driving, and companies
providing navigation and map data may be responsible for incorrect information. Many of
these types of questions may be resolved with legislation and insurance, but different
stakeholders will seek different outcomes. In addition, federal, state, and local governments
may also face liability for accidents caused by failures in vehicle-to-infrastructure
communications or failure to deploy these technologies on known dangerous roads.

Access to Wireless Spectrum

The successful adoption of in-vehicle IT systems will likely not succeed if vehicles do not
have access to the bandwidth they need. As connectivity issues become more important to
the transportation industry, it will likely find itself competing against other interests for
access to wireless spectrum. In this regard, the Federal Communications Commission
(ECC) will have a significant impact on the I'T used in vehicles as a result of its authority to
manage spectrum in the United States. The FCC manages spectrum that is important for
at least three applications: vehicle-to-vehicle and vehicle-to-infrastructure communications;
vehicular radar technologies communications; and transmission of traffic data to vehicles.
In addition, the FCC sets the rules for certain service fees associated with wireless
connections. Depending on how they are assessed, these fees could disproportionately
affect the transportation industry and discourage connectivity in the vehicle.®

Spectrum is necessary for short-range vehicle-to-vehicle communications and vehicle-to-
infrastructure communications. The FCC has initiated rulemaking to make spectrum
available for this purpose. In 2003, the FCC allocated 75 megahertz in the 5.9 gigahertz
band for dedicated short range communications (DSRC). This decision came six years after
ITS America, a trade association, petitioned the FCC for this allocation and five years after
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Congress passed the Transportation Equity Act for the 21* Century, which directed the
FCC to consider the spectrum needs for intelligent transportation systems.

Spectrum is also used for collision avoidance technologies. In 1995, the FCC adopted rules
to allow the use of the 76-77 gigahertz band for vehicular radars. The FCC imposed certain
use restrictions, such as limiting the average power when a vehicle is at rest, and the
direction of radar, because of uncertainties about the possible consequences to human
health of exposure to radiofrequency radiation. In 2012 the FCC modified its rules at the
request of automakers to remove these restrictions.

Finally, spectrum is important for transmitting traffic data to in-vehicle navigation systems.
There are two principle methods for this: over mobile networks (e.g., 3G or 4G wireless
networks) or over FM radio using the Traffic Message Channel (TMC). Both of these

methods of communication rely on spectrum and licensing regulated by the FCC.

CONCLUSION

The rapid advancement of IT creates many new opportunities to leverage technology to
improve the transportation system. However, as described in this report, there are various
policy issues raised by the increased use of I'T in vehicles, and the policy debates about IT
that we have seen in other domains will likely be relevant to the transportation industry.
Attempts to address these policy issues may put different stakeholders, both in the public
and private sectors, at odds with one another when different priorities come into conflict.
While there are not always simple solutions to all of these challenges, neither are these
challenges insurmountable. The fact is that technology creates new risks and policy makers
should expect many interest groups to draw attention to these risks. But the greater risk for
citizens is that they will not obtain the benefits of emerging, innovative technology. Thus,
policymakers should be strong advocates for the development and deployment of IT in the
transportation industry.
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